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Cyber UK vs US

US

Breach

Identity Theft

UK

CYBERCRIME

Financial Crime
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Data compromise

Loss of “paper records”

Denial of Service

Telephone hacking



Cyber criminal are now cross selling services

Skills are being matched to needs

Vulnerabilities are being bought and sold

Malware is being bought and sold
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Malware is being bought and sold

Services are being offered for sale

Data is being offered for sale

Information is being offered for sale



Ransomware

Financial Fraud

Denial of service
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Network breach

Insider Threat



Workstation

Local Network
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Local Network

Delete attached backups

Jscript
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Virus removal / encryption damage

Payment of Ransom
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Terms or increased premiums if ransom paid

“Off network” backups
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Major issue for this SME business

Network and all workstations were locked
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Escalating extortion demand (£90,000) 

Attempts to restore network were being countered

Fraudster ultimately caught



Digital Landscape & “whack-a-mole” 

Data & Backups
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Matching Cyber cover to needs

Have an incident response plan



Digital Landscape & “whack-a-mole” 

Data & Backups
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Matching Cyber cover to needs

Have an incident response plan



Questions?
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