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Presenter
Presentation Notes
DISCLAIMERThe material and content for this lecture are intended for training purposes only.They do not constitute legal advice.The notes are primarily taken from readily available sources such as the ICO.



Objectives 
• Explain the main aspects of GDPR 

 
• List the changes organisations will 

need to consider 
 

• Explain why you have to comply 
with the GDPR and what might 
happen if you don’t. 
 

• Outline the steps you can take to 
prepare for GDPR compliance. 
 

• Discuss the impact of GDPR on 
the insurance profession 

 

  



What is 
the 
GDPR? 

• GDPR replaces Data 
Protection Act 1998 
 

• Direct effect on 25 May 
2018 – no need for UK 
legislation 
 

• Brexit will not effect 
GDPR – UK must have 
similar data management 
standards 

 
 



Data Protection Act 1998 

• Stronger rights for 
consumers 
 

• Data - Boardroom issue 
 

• Evolution not revolution 

Presenter
Presentation Notes
Many of the GDPR’s main concepts and principles are much the same as those in the current Data Protection Act (DPA), so if you are complyingproperly with the current law then most of your approach to compliance will remain valid under the GDPR and can be the starting point to buildfrom. However, there are new elements and significant enhancements, so you will have to do some things for the first time and some thingsdifferently.It is essential to plan your approach to GDPR compliance now and to gain ‘buy in’ from key people in your organisation. You may need, for example,to put new procedures in place to deal with the GDPR’s new transparency and individuals’ rights provisions. In a large or complex business thiscould have significant budgetary, IT, personnel, governance and communications implications.The GDPR places greater emphasis on the documentation that data controllers must keep to demonstrate their accountability. Compliancewith all the areas listed in this document will require organisations to review their approach to governance and how they manage dataprotection as a corporate issue. One aspect of this might be to review the contracts and other arrangements you have in place when sharing datawith other organisations.The most significant addition is the accountability principle. The GDPR requires you to show how you comply with the principles – for example by documenting the decisions you take about a processing activity. 



Presenter
Presentation Notes
Unfortunately, there appears to be contradictory information being distributed – some is, in my opinion, wholly incorrect.Be aware 
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1. Lawfulness, fairness and transparencyTransparency: Tell the subject what data processing will be done. Fair: What is processed must match up with how it has been described. Lawful: Processing must meet the tests described in GDPR [article 5, clause 1(a)].2. Purpose limitationsPersonal data can only be obtained for “specified, explicit and legitimate purposes”[article 5, clause 1(b)]. Data can only be used for a specific processing purpose that the subject has been made aware of and no other, without further consent.3. Data minimisation Data collected on a subject should be “adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed” [article 5, clause 1(c)]. In other words, no more than the minimum amount of data should be kept for specific processing.4. AccuracyData must be “accurate and where necessary kept up to date” [article 5, clause 1(d)]. Baselining ensures good protection and protection against identity theft. Data holders should build rectification processes into data management / archiving activities for subject data. 5. Storage limitationsRegulator expects personal data is “kept in a form which permits identification of data subjects for no longer than necessary” [article 5, clause 1(e)]. In summary, data no longer required should be removed.6. Integrity and confidentialityRequires processors to handle data “in a manner [ensuring] appropriate security of the personal data including protection against unlawful processing or accidental loss, destruction or damage” [article 5, clause 1(f)].



Accountability 
Principle  

The ‘Accountability Principle’ (Article 5(2))            - 
Previously implicit under DPA, now explicit : 
 
 ‘controllers shall be responsible for, and be able to 
demonstrate compliance with the principles.’ 
  
Must implement technical and organisational 
measures to demonstrate compliance such as : 
 
• Data protection policies 
• Training                
• Internal audits 
• Data Protection Officers (where appropriate) 
• Adopting privacy by design 
• Data protection impact assessments (where 

appropriate) 
                                                                                    
 (NB Code of Practice) 

‘  



• Applies to controllers 
and processors 
 

• Definition of data – 
broader 
 

• Includes IP address 

Scope 

Presenter
Presentation Notes
The GDPR applies to ‘controllers’ and ‘processors’. The definitions are broadly the same as under the DPA – ie the controller says how and why personal data is processed and the processor acts on the controller’s behalf. If you are currently subject to the DPA, it is likely that you will also be subject to the GDPR. ��If you are a processor, the GDPR places specific legal obligations on you; for example, you are required to maintain records of personal data and processing activities. You will have significantly more legal liability if you are responsible for a breach. These obligations for processors are a new requirement under the GDPR.��However, if you are a controller, you are not relieved of your obligations where a processor is involved – the GDPR places further obligations on you to ensure your contracts with processors comply with the GDPRLike the DPA, the GDPR applies to ‘personal data’. However, the GDPR’s definition is more detailed and makes it clear that information such as an online identifier – eg an IP address – can be personal data. The more expansive definition provides for a wide range of personal identifiers to constitute personal data, reflecting changes in technology and the way organisations collect information about people.For most organisations, keeping HR records, customer lists, or contact details etc, the change to the definition should make little practical difference. You can assume that if you hold information that falls within the scope of the DPA, it will also fall within the scope of the GDPR.The GDPR applies to both automated personal data and to manual filing systems where personal data are accessible according to specific criteria. This is wider than the DPA’s definition and could include chronologically ordered sets of manual records containing personal data.Personal data that has been pseudonymised – eg key-coded – can fall within the scope of the GDPR depending on how difficult it is to attribute the pseudonym to a particular individual.



• Racial or ethnic origin 
• Political opinions or philosophical 

beliefs 
• Trade union membership 
• Processing of genetic data 
• Biometric data (for purpose of uniquely 

identifying a natural person) 
• Health 
• Sex life or sexual orientation 

Special 
category of 
data 

Presenter
Presentation Notes
The GDPR refers to sensitive personal data as “special categories of personal data” (see Article 9). These categories are broadly the same as those in the DPA, but there are some minor changes.For example, the special categories specifically include genetic data, and biometric data where processed to uniquely identify an individual.Personal data relating to criminal convictions and offences are not included, but similar extra safeguards apply to its processing (see Article 10).



     

Where is data stored ? 

Presenter
Presentation Notes
Every business will need to know where data is stored. If you don’t how are you able to respond to any SAR ?This could be quite revealing.



Consent 
• Clear and affirmative 

 
• Easy to distinguish – 

verifiable 
• Keep records 

 
• Right to withdraw 

• Easy 

Presenter
Presentation Notes
You should review how you seek, record and manage consent and whether you need to make any changes. Refresh existing consents now if they don’t meet the GDPR standard.You should read the detailed guidance the ICO has published on consent under the GDPR, and use our consent checklist to review your practices.Consent must be freely given, specific, informed and unambiguous. There must be a positive opt-in – consent cannot be inferred from silence, pre tickedboxes or inactivity. It must also be separate from other terms and conditions, and you will need to have simple ways for people to withdrawconsent. Public authorities and employers will need to take particular care. Consent has to be verifiable and individuals generally have morerights where you rely on consent to process their data. You are not required to automatically ‘repaper’ or refresh all existing DPA consents in preparation for the GDPR. But if you rely on individuals’consent to process their data, make sure it will meet the GDPR standard on being specific, granular, clear, prominent, opt-in, properly documentedand easily withdrawn. If not, alter your consent mechanisms and seek fresh GDPR-compliant consent, or find an alternative to consent.



     

Lawfulness of processing conditions 
 

  
• Consent of the data subject 

• Processing is necessary for the performance of a contract with the 
data subject or to take steps to enter into a contract 

• Processing is necessary for compliance with a legal obligation 

• Processing is  necessary to protect the vital interests of a data 
subject or another person 

• Processing is necessary for the performance of a task carried out in 
the public interest or in the exercise of official authority vested in the 
controller 

• Necessary for the purposes of legitimate interests pursued by the 
controller or a third party, except where such interests are 
overridden by the interests, rights or freedoms of the data subject 

Presenter
Presentation Notes
Which one’s will delegates be using ?For processing to be lawful under the GDPR, you need to identify a lawful basisbefore you can process personal data. These are often referred to as the “conditions for processing” under the DPA.It is important that you determine your lawful basis for processing personal dataand document this.This becomes more of an issue under the GDPR because your lawful basis for processing has an effect on individuals’ rights. For example, if you rely on someone’s consent to process their data, they will generally have stronger rights, for example to have their data deleted.Much is / has been written on consent but that is only one of the lawful basis – it might not necessarily be the most appropriate.Businesses might find that different lawful basis are most appropriate in different circumstances 
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Privacy notices will need to be updated 



• the right to be informed; 

• the right of access; 

• the right to rectification; 

• the right to erasure; 

• the right to restrict processing; 

• the right to data portability; 

• the right to object; and 

• the right not to be subject to automated 

decision-making including profiling 

Rights 
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On the whole, the rights individuals will enjoy under the GDPR are the same as those under the DPA but with some significant enhancements. Ifyou are geared up to give individuals their rights now, then the transition to the GDPR should be relatively easy. This is a good time to check yourprocedures and to work out how you would react if someone asks to have their personal data deleted, for example. Would your systems help you to locate and delete the data?Who will make the decisions about deletion?The right to data portability is new.It only applies:to personal data an individual has provided to a controller;where the processing is based on the individual’s consent or for the performance of a contract; andwhen processing is carried out by automated means.



Erasure 
If data is shared – inform other 
organisations without delay 



Subject Access 
Request (SAR) 

 

• Reduced timescales – 1 month 

• Provide free of charge 
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Presentation Notes
You should update your procedures and plan how you will handle requests to take account of the new rules:In most cases you will not be able to charge for complying with a request.You will have a month to comply, rather than the current 40 days.You can refuse or charge for requests that are manifestly unfounded or excessive.If you refuse a request, you must tell the individual why and that they have the right to complain to the supervisory authority and to a judicial remedy. You must do this without undue delay and at the latest, within one month. If your organisation handles a large number of access requests, consider the logistical implications of having to deal with requests more quickly.You could consider whether it is feasible or desirable to develop systems that allow individuals to access their information easily online.All staff within an organisation will need to identify and respond to a SAR



Portability 
 
 

• Obtain and reuse 



What does  
all this mean? 

• Firms required demonstrate 

compliance 

• MUST provide evidence 

• Implement technical and 

organisation measure 

• ICO recommends data protection 

impact assessment 

• Freely available on ICO website 



Data 
Protection 
Officer 
• Public authorities 

 
• Systematic monitoring 

 
• Large scale process of 

special category of data 
 

• Health, life insurance 



• GDPR introduces a duty to report certain breaches 
                                               
• Definition of breach is wider than ‘data loss’ 

(unauthorised disclosure / access / alteration) 
 
• Must notify where ‘..a risk to rights and freedoms of 

individuals’ 
                                               
• Assess on case by case basis 
                                
• Must notify within 72 hours 
  
• If ‘high risk’ must also notify data subjects ‘without 

undue delay’ 
  

 

Breach 
notification 



     

 
A personal data breach means a breach of 
security leading to the destruction, loss, 
alteration, unauthorised disclosure of, or 
access to, personal data.  
 
This means that a breach is more than 
just losing personal data. 
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 personal data breach can be broadly defined as a security incident that has affected the confidentiality, integrity or availability of personal data. In short, there will be a personal data breach whenever any personal data is lost, destroyed, corrupted or disclosed; if someone accesses the dataor passes it on without proper authorisation; or if the data is made unavailable and this unavailability has a significant negative effect on individuals.Personal data breaches can include:access by an unauthorised third party;deliberate or accidental action (or inaction) by a controller or processor;sending personal data to an incorrect recipient;computing devices containing personal data being lost or stolen; alteration of personal data without permission; andloss of availability of personal data.



What information must a 
breach notification 
contain? 

Presenter
Presentation Notes
The nature of the personal data breach including, where possible:the categories and approximate number of individuals concerned; andthe categories and approximate number of personal data records concerned;The name and contact details of the data protection officer (if your organisation has one) or other contact point where more information can be obtained;A description of the likely consequences of the personal data breach; andA description of the measures taken, or proposed to be taken, to deal with the personal data breach and, where appropriate, of the measures taken to mitigate any possible adverse effects.�



Security and  
Processing 
• Technical and organisational 

measures must be taken 

• Pay particular attention to  

• Risk of loss, alteration, accidental 

or unlawful destruction & 

unauthorised disclosure 

Presenter
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You should make sure that your staff understands what constitutes a data breach, and that this is more than a loss of personal data.A personal data breach can be broadly defined as a security incident that has affected the confidentiality, integrity or availability of personaldata. In short, there will be a personal data breach whenever any personal data is lost, destroyed, corrupted or disclosed; if someone accessesthe data or passes it on without proper authorisation; or if the data is made unavailable and this unavailability has a significant negative effect on individuals.Personal data breaches can include:access by an unauthorised third party;deliberate or accidental action (or inaction) by a controller or processor;sending personal data to an incorrect recipient;computing devices containing personal data being lost or stolen; alteration of personal data without permission; andloss of availability of personal data.�You should ensure that you have an internal breach reporting procedure is in place. This will facilitate decision-making about whether you need to notify the relevant supervisory authority or the public.In light of the tight timescales for reporting a breach - it is important to have robust breach detection, investigation and internal reporting proceduresin place.



Regulatory 
Penalties 
• Lots of scare stories 



• €10m or 2% turnover 
 

• €20m or 4% turnover 

Presenter
Presentation Notes
The lower level of fine, up to €10 million or 2% of the company’s global annual turnover, will be considered for infringements listed in Article 83(4) of the General Data Protection Regulation.This includes infringements relating to:Integrating data protection ‘by design and by default’Records of processing activitiesCooperation with the supervising authoritySecurity of processing dataNotification of a personal data breach to the supervisory authorityCommunication of a personal data breach to the data subjectData Protection Impact AssessmentPrior consultationDesignation, position or tasks of the Data Protection OfficerCertificationThe higher level of fine, up to €20 million or 4% of the company’s global annual turnover, will be considered for infringements listed in Article 83(5) of the General Data Protection Regulation.This includes infringements relating to:The basic principle for processing, including conditions for consent, lawfulness of processing and processing of special categories of personal dataRights of the data subjectTransfer of personal data to a recipient in a third country or an international organisationWhen deciding whether to impose a fine or the amount to be paid as a fine, the following will be taken into consideration for each individual case:The nature, gravity and duration of the infringement taking into account the nature, scope or purpose of the processing concerned as well as the number of data subjects affected and the level of damage suffered by themThe intentional or negligent character of the infringementAny action taken by the controller or processor to mitigate the damage suffered by data subjectsThe degree of responsibility of the controller or processor taking into account technical and organisational measures implemented by themAny relevant previous infringements by the controller or processorThe degree of cooperation with the supervisory authority, in order to remedy the infringement and mitigate the possible adverse effects of the infringementThe categories of personal data affected by the infringementThe manner in which the infringement became known to the supervisory authority, in particular whether, and if so to what extent, the controller or processor notified the infringementWhere measures referred to in Article 58(2) have previously been ordered against the controller or processor concerned with regard to the same subject-matter, compliance with those measuresAdherence to approved codes of conduct pursuant to Article 40 or approved certification mechanisms pursuant to Article 42Any other aggravating or mitigating factor applicable to the circumstances of the case, such as financial benefits gained, or losses avoided, directly or indirectly, from the infringement.



 
 



Impact on the 
insurance 
profession 



DATA  
MANAGEMENT 

Presenter
Presentation Notes
GDPRGivingDataProper RespectWhere is your data ?Retention ?Disposal ?



• Screening 
 

• Friending 
 

• Job Description 

THE  
RECRUITMENT  
PROCESS 

Presenter
Presentation Notes
So let’s start by looking at some specific examples, starting with the recruitment process.The EU Working Party has issued guidance on what might be appropriate under the GDPR. Use of social media by individuals is widespread and it is relatively common for user profiles to be publicly viewable depending on the settings chosen by the account holder. As a result, employers may believe that inspecting the social profiles of prospective candidates can be justified during their recruitment processes. This may also be the case for other publicly-available information about the potential employee.However, employers should not assume that merely because an individual’s social media profile is publicly available they are then allowed to process those data for their own purposes. A legal ground is required for this processing, such as legitimate interest. In this context the employer should—prior to the inspection of a social media profile—take into account whether the social media profile of the applicant is related to business or private purposes, as this can be an important indication for the legal admissibility of the data inspection. In addition, employers are only allowed to collect and process personal data relating to job applicants to the extent that the collection of those data is necessary and relevant to the performance of the job which is being applied for.This may surprise you because they advise against some aspects of data gathering of employees which are already becoming standard practice.Their approach requires some mental somersaults. For example, they advise against accessing a potential employee’s social media account duringa recruitment process, even if those accounts do not have private settings. Just because they are public, the information should be respected.The Working Party also advise against the use of social media to screen employees. This is a practice undertaken by some recruitment firms to screen potential applications by profiling them according to their political and cultural beliefs. There will be instances when an employer can be fully justified in accessing social media. In the case of recruitment this might be justified with a particularly high level or sensitive appointment, or where the particular business relies on employee discretion and exercise of confidentiality such as A law firm or other highly regulated practiceAnimal renderers.CEO or Chief Financial Officer



There will be instances where an employer can be fully justified in accessing social media. 

• Company Policy 

• Reputation 
Management 

• Defamation 

• Copyright 

MONITORING SOCIAL MEDIA USE 
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So what about the capturing of data about an employees use of social media ?Companies should adopt a formal policy for employees with regard to the use of social media.This is particularly the case with regard to the company’s reputation. Employees should be discouraged from discussingany company business on line (even on accounts which have private settings). The policy should also deal with communications on social media about other employees in the same business. A company might become vicariously liable if an employee becomes a victim of cyber bullying. There are also risks that an employee, even a senior employee, could make defamatory statements about another person, or that might circulate documents or images on line which infringe another person’s intellectual property rights. In one example, a solicitor was found guilty of misconduct when he tweeted offensive messages about an individual who was representing themselves in a case about local authority funding for their child’s special needs education. The law firm had to suspend its twitter account and take its website down because of the public backlash. Both the employee and the firm were fined by the Solicitors Regulation Authority.



• Aggravating and Mitigating 
Features 
 

• Employment Management 
 

• Indiscriminate Monitoring 
 

DATA  
BREACHES 
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Another reason why employers may need to monitor employees is in respect of data breaches.This is because when deciding on the level of the fine the regulator can have regard to aggravating and mitigating factors which will include:Whether there was negligenceAny action taken to mitigate the damage caused by the breach.The degree of responsibility of the controller or processor taking into account the technical and organisational matters. This is especially the case because will be a greater expectation that an employer will manage the risks of data breaches from employees, as opposed to a breach that is caused by a malware attack. In this regard the Regulation also requires another mental somersault because it advises against the use of cyber protection software that is indiscriminate in terms of what it monitors. In terms of practical steps consider :-Limiting the amount of databases that employees can createArranging password access to sensitive databases.Specific requirements in employment contracts with regard the removal of company data.



Tracking 

VEHICLE 
USE 

Notification 

Personal Driving 
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Commercial use which you may not think of as personal data. Telematics are increasingly used in company vehicles to check the vehicles location and driving behaviour – data includes that relating to the user (employee)Again, the employer must exercise caution where the vehicle is used for personal use. Eg going to doctors – the employee in principle should be able to turn off location trackingThis needs to be addressed specifically in the employment contract both in regard to consent and also their job description. The Working Party go as far to recommend that there should be a notice fixed to the dashboard so that anyone getting into the vehicle is aware that tracking equipment is fitted to the vehicle.Remote telemetry with the advent of the driverless car. Who will have ownership of the data ?



THE  
DISCIPLINARY 
PROCESS 
• Data as Evidence 

 
• Access Requests 

 
• GDPR 2018 Changes 
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If you are collecting data or engaging in monitoring employees seek advice from your HR department or employment lawyer because personal data can become evidence in the case of a disciplinary process or employment claim.Bear in mind that this can mean that other employees can unwittingly be drawn into a dispute. For example, you might need to obtain the consent of another employee to the disclosure of CCTV footage which also captures their image. What if they refuse?Also, in employment disputes employees and their legal advisors are increasingly using Subject Access Requests to obtain information that might assist in the claim. These include internal email communications which name the employee and notes of internal meetings and CCTV footage. Advice to employees on the content of emails particularly when a employees performance is under review.When the GDPR comes into force in May 2018 it will no longer be possible for companies to charge for a SARS request and it can only be refused if it is manifestly unreasonable. Nothing in the GDPR restricts a company carrying out surveillance of an employee if there is suspected wrongdoing. However, be aware that those instances can become the subject of Employment Tribunal Appeals.For example an employee was filmed regularly going to play squash during working hours. He appealed his dismissal on the grounds that the action taken by the employer was disproportionate.EAT disagreed on the basis that under Article 8 Human Rights Act surveillance was acceptable ‘for the protection of the rights and freedoms of others’ and an employer was entitled to know where they employees are.These cases are likely to come before the EAT. Employer need to be able to demonstrate a knowledge of your duties to employees regarding data management and privacy.



Practical 
Steps 

Policy review / IT enhancements / Policy 
updates / Privacy statements / Staff training / 
Data sharing agreements 
 
 
 
 
 
Refer to ICO guidance – updated regularly (‘li 

Act now - Be proactive - Develop a plan 
 

  





Any questions ? 
Alan Hornby 

Chartered Insurance Practitioner 
 

alan.hornby@rradar.com 07701 007 479 

@rradarAlan 
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