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Learning outcomes
By the end of this session you will be able to...
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• Explain how cyber insurance cover has evolved since its 

emergence

• Recognise the basic cyber-related exposures facing 

businesses

• Describe what cover a typical cyber insurance policy 

could include

• Understand what additional services a cyber insurance 

policy could include



Product evolution
On the origin of cyber
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Emergence 

of cover

Data breach 
and  privacy 

liability  
becomes focus

with
Californian law

Focus on 
‘first party’

elements of
cover

Cyber Crime is 
added  to 

policies – and
drives  losses

Changing EU
regulatory  
landscape, 
focus on  
entire IT

infrastructure



What are the cyber-related 
exposures facing businesses?
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Understanding the main cyber exposures
Having the ‘cyber talk’
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Spotlight on cover



Policy coverage
What does a typical policy look like?

Cyber

Own losses

Claims and 
investigations

Financial 
crime and 

fraud



Policy coverage
What does a typical policy look like?

Cover 
triggers

• Data breach

• Security failure

• Illegal threat

• Cyber attack

• Operational error

Affecting either:

• The insured themselves

• A supplier’s system



Policy coverage
What does a typical policy look like?

Own losses

“First party”

Breach costs

Data and 
software 

restoration costs

Ransom 
payment (if 

necessary) and 
investigation

Business 
income loss



Policy coverage
What does a typical policy look like?

Claims and 
investigations 
“Third party”

GDPR 
investigations 

and fines, where 
insurable

Legal costs to 
defend 
lawsuits 

Breaches of 
PCI-DSS

Damages
awarded or 
settlements 

made

Defamation or 
breach of 

intellectual 
property



Policy coverage
What does a typical policy look like?

Financial crime 
and fraud

“Cyber crime”

Employees being 
tricked into sending 
money or property

Suppliers being 
tricked into 

sending payments 
to a hacker

Fake websites 
being set up

Corporate
identity theft

Electronic theft 
of funds



Additional services



It’s not just about insurance cover..
What else could an insurer’s cyber offering include?

- Breach response hotline

- Tools to educate employees and improve 

awareness of key cyber and data security 

risks

- Guides and brochures available to 

policyholders

- Updates on key market developments and 

trends

- Dedicated cyber claims handlers



Learning outcomes
By the end of this session you will be able to...
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• Explain how cyber insurance cover has evolved since its 

emergence

• Recognise the basic cyber-related exposures facing 

businesses

• Describe what cover a typical cyber insurance policy 

could include

• Understand what additional services a cyber insurance 

policy could include



Thank you


