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1. The Cyber Risk Landscape Post Covid-19

2. Cyber Insurance: How it responds

3. Cyber Insurance: Coverage Considerations

AGENDA
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1. Provide participants with a more detailed understanding of cyber risk, how this triggers insurance 
coverage and interacts with other lines of insurance

2. Examine cyber risk in light of the COVID19 global pandemic

3. Support practitioners in having more advanced discussions with clients regarding cyber risk

LEARNING OBJECTIVES



THE CYBER RISK LANDSCAPE POST COVID-19
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Increased investment on location-agnostic 
infrastructure.

Greater focus on endpoint management.

Convergence of security tools.

More consumer and financial data 
‘floating’ online.

An increase in staff turnover

A stabilisation > reduction of cyber 
insurance purchases.

POST COVID TRENDS IN 
CYBER RISK
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Emergence of COVID-19 health-care and vaccine 
related attacks

Surge in Ransomware attacks

More tailored, sophisticated phishing emails

More social engieering and theft of funds

Potential privacy claims by employees

CYBER ATTACKS & 
CLAIMS IN THE MIDST 
OF COVID-19

Source: The National Cyber Security Centre Annual Review 2020



CYBER INSURANCE: HOW IT RESPONDS 
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CYBER INSURANCE: AN OVERVIEW

Incident Response Costs:

• Legal

• Forensics

• Crisis Management

• Credit Monitoring

• Notification

• PR

Data Restoration

Business 
Interruption

Cyber ExtortionSecurity & Privacy 
Liability

Regulatory Fines 
& Penalties
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TRIGGERS FOR CYBER INSURANCE COVERAGE

System Failure

Security Failure Fire Eye, 2020EHR / NHS Digital, 2020

AWS, 2020IBM Cloud, 2020

External/accidental External/malicious

Internal/accidentalExternal/accidental?



CYBER INSURANCE: COVERAGE CONSIDERATIONS
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X COVID exclusions

✓ Portable technology

✓ BYOD

✓ Cloud infrastructure

? Furloughed staff?

CYBER COVERAGE CONSIDERATIONS
IN THE PANDEMIC
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COVERAGE OVERLAPS

Cyber

D&O

(Fiduciary duty)

Property

(BI)

EPL

(employee privacy 
breach)

Terrorism / K&R

(extortion)

Professional 
Indemnity

(negligence)

Crime

(social engineering)
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1. Aware of how cyber risk has changed in light of COVID-19

2. Cognisant of the main triggers for cyber insurance coverage, and be equipped with claims examples 
that can be drawn upon in future discussions.

3. Able to articulate how cyber risk corresponds/overlaps with other lines of coverage

LEARNING SUMMARY
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