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Today’s event

• Thank you to your LI for hosting
• Interaction, debate and questions welcome!
• Please complete the feedback survey
• You will get the slides

brankobjelobaba

brankoinsurance 

By the end of this event you will have gained an 
insight into:

• The key risks facing UK insurers and brokers;
• What can be done to effectively respond to these 

risks;
• How can firms manage the regulatory onslaught in 

particular;
• Artificial intelligence - is this a threat or an 

opportunity?

Learning outcomes…
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Tell me what you 
consider is the

biggest challenge?
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Introduction

• The Centre for the Study of Financial Innovation
• 9th survey of risks facing the global insurance 

sector
• Last edition was 2021 and then covid was of 

principle concern
• This time it’s war, weather and cost of living
• Survey undertaken May to August 2023 with 589 

responses from 39 countries (52% European) 

• Top four have not changed:-
– Cyber crime
– Regulation
– Climate change
– Technology

• Optimistic about poor corporate governance and 
management

• Failing to attract the right human talent but this is 
a concern across all other sectors
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Composite insurers

1. Cyber crime
2. Climate change
3. Regulation
4. Technology
5. Human talent
6. Macro-economy
7. Artificial intelligence
8. Interest rates
9. Security risk
10. Cost reduction

Brokers

1. Regulation
2. Human talent
3. Cyber crime
4. Climate change
5. Technology
6. Quality of management
7. Change management
8. Corporate governance
9. Artificial intelligence
10. Cost reduction
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Three things to highlight

1. What’s the issue
2. The threat
3. What’s to be done

Naturally, with an insurance angle!

1. Cyber
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For at least a year, fraudsters have been able to infiltrate its app 
and trick users out of hundreds of pounds.
Dozens of people have contacted the BBC to say they have lost 
money, with one saying she had been "failed" by the travel firm.
Booking.com said it was implementing new safety features but 
there was "no silver bullet".
The company, which is one of the biggest hotel and holiday 
websites in the world, has not itself been hacked.
Instead, criminals have tricked their way into the administration 
portals of individual hotels that use the service a nd this 
enables them to send messages from the official app  and fool 
customers into paying them instead of the hotel .
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Attitude/behaviour of staff
• Security awareness firm KnowBe4 looked into the 

security attitudes and behaviours of over 6,000 full-time 
workers in the UK
– 2,007 working from a remote location

– 2,006 working in a hybrid fashion

– 2,003 working from the office

• Staff, wherever they were working, were more likely to 
make security-conscious decisions before lunch, as 
opposed to afterwards

• 21% of full-time office workers did not feel responsible 
for their company’s cybersecurity, compared to 14% 
remote or hybrid workers
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What are the 10 most 
common types of cyber 
attacks?

Malware
Denial-of-service
Phishing
Spoofing
Identity-based
Code injection
Supply chain
Insider threats

What’s the issue?
• The risk posed by cyber crime is the greatest 

threat facing the global insurance industry over 
the next 2-3 years as per the report

• Respondents worried most of all that a 
successful cyber attack could jeopardise 
business continuity , and that the theft of 
sensitive data (particularly health) could have 
disastrous reputational consequences for 
individual firms and the entire industry

• Criminals finding it easier to monetise stolen 
data
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The threat
• A major theme this year was about the growing 

sophistication of cyber attacks, as hackers and 
other criminals use a wide variety of methods 
for attackers to break into IT systems to exploit 
vulnerabilities in defences

• Risk is only going to increase as use of AI 
increases and can be used to mimic real people

• Cybersecurity in a world of geopolitical upheaval 
where professional hackers move in a shadowy 
world (and denied by Russia, Iran, etc)

• Assigning clear blame becomes difficult

What’s to be done?
• Cyber criminals seem to always be one step 

ahead - the need to invest in cyber security 
continues to increase

• Investing in defences is seen as more difficult –
and expensive (and will it work?)

• Leakage of cyber-risk information from business 
partners in addition

• What actions have you taken and advised your 
clients to take and how can insurance respond?

• What’s a better attack - banks or this sector?
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Cyber insurance
• 6,500 cyber crimes a day
• Typical loss £15,300
• 80% could be prevented with good hygiene
• What’s covered/not covered?
• Benchmarking/consistency/clarity
• How does cover evolve/adapt as there are 

constant new threats?
• How are premiums calculated?
• How will claims be handled?
• Sharing of good practice?
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Cyber insurance

• Big market - $16.7bn in global written premiums 
in 2022 to an estimated $33.4bn in 2027

• Critical risk management and crisis recovery tool 
for many businesses, big and small

• FCA are concerned that uncertain cyber policy 
wordings may result in firms not meeting their 
customers’ needs and policies should meet 
those needs and provide value

• What are you exactly covered for and have 
any claims ever been met?

• Firms offering cyber insurance must make sure their 
policy wordings are clear and that customers 
understand the coverage they are buying

• Firms to manage cyber claims handling in a fair and 
timely way

• Market to continue improving their knowledge of 
cyber so firms will have sufficient expertise to 
understand the risks involved and ensure 
appropriate product oversight

• FCA will continue monitoring the cyber insurance 
market and take action on firms we deem to be 
outliers
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2. Regulatory

What’s the issue?
• Volume of rules and regulations continues to 

multiply
• Cost and distraction of compliance
• Stifling impact on product development, 

innovation and competition
• “Excessive, overlapping and sometimes 

inappropriate or outdated regulation is not a risk, 
but a reality that burdens companies’ agility, 
innovation, efficiency, profitability and moreover 
often deteriorates the customer experience”.
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The threat
• Growing area of non-financial risk reporting 

brought on by the environmental, sustainability 
and governance agenda, which can entail 
reputation risk

• Inability to attract new talent to the industry is 
seen as a recent negative outcome of regulatory 
excess

• Solvency II and UK vs EU
• Commission as a continuing method of 

remuneration for brokers?

What’s to be done?

• Perceived failure by the government to seize the 
initiative post-Brexit and tackle the regulatory 
legacy from the EU

• The continued burden of regulatory scrutiny and 
a limited appetite to make the UK more 
competitive against European markets

• 42% of global marine, aviation and energy is 
placed in London

• Lloyd’s £3.9bn profit at half year 2023
• Is the industry doing it’s very best?



18

Significant failings…

• Continued sale of products not providing fair value
• Paying significant amounts of commission - not 

clear how they had been assessed as being 
consistent with fair value

• MOBI - new rules and new law
• Undervaluation of motor claims
• Exploiting vulnerable customers
• Poor business interruption claims handling
• Instances of long waiting times/settlement delays
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3. Climate
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What’s the issue?

• Insurers face growing claims as natural disasters 
become more prevalent

• Uncertainties in how to price policies
• Increase underwriting risks
• Epidemics - can insurance even cover them?
• Investments in vulnerable assets face 

devaluation
• Serious financial, social and regulatory 

implications for the industry (can it/should it be 
insured?)

The threat
• Long-term impacts of climate change is 

changing the frequency and severity of weather 
events showing in the increase in wildfires, 
convective storms, droughts impacting crop 
yields and flooding of agricultural land

• Impact on claims is becoming more severe and 
apparent and the industry faces challenges 
related to assessing risks accurately, pricing 
policies, and managing claims

• Climate risk is global and rates are hardening 
and more exclusions are coming in
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What’s to be done?

• Insufficient collective action?
• Climate change has impacted the claims 

experience in an unpredictable way, with the 
result that catastrophic losses are becoming 
more prevalent

• Insurers are struggling to price the risk 
appropriately and reinsurers not as willing as 
before as they continue to bolster the sector

• Moves to exit higher risk markets will reduce 
capacity and put more pressure on governments 
to pay out of taxation domestic losses

4. Technology
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What’s the issue?
• The insurance industry is seen by many as 

being rather behind when it comes to technology 
when compared, for example, with the banking 
and investment fund sectors

• The ability to fully address the digital challenge 
and adjust business models

• Some digital initiatives have been launched but 
far too slowly compared to what is required to 
remain relevant in the future

• What does this say to new entrants?

The threat

• Sector are not able to meet these requirements 
with their legacy systems (previous mergers)

• One of the main obstacles to tech modernisation 
is cost, particularly when it isn’t clear how long 
new IT systems will remain relevant

• Technology world is moving very fast and the 
amount spent to implement chosen technologies 
may not generate returns on investment, leading 
to increased cost of operations
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What’s to be done?

• Higher costs of doing business than more 
technologically savvy peers and will some fall 
behind and not be able to catch up?

• Long implementation times and uncertain 
outcomes

• Regulatory interventions/reporting and links with 
cyber, ICO, etc

• Do we just have to bite the bullet?
• Think how far we have come – EDI, quote 

engines, customer portals, no paper!

5. Human Talent
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What’s the issue?
• Acute difficulty of finding appropriate talent in 

technical roles, particularly technology-related
• Low supply and high difficulty in recruiting highly 

qualified employees in the areas of pricing, 
advanced and flexible IT systems, advanced 
analytics and financial expertise

• Is the industry sexy and innovative enough to 
attract people with these much-needed skills

• In 15 years time half of the current workforce will 
be retired…



26

The threat
• War for talent - defining issue is not just levels of 

pay but whether the sector can appeal to the 
broader expectations of younger generations in the 
workforce, particularly after the normalisation of 
hybrid work during covid

• Younger generation loyalties are harder to obtain, 
and what motivates them harder for current leaders 
to understand

• Impact on developing future leaders as the basis of 
learning a complex industry has largely been on the 
job - which is much more complex in the current 
environment

What’s to be done?

• Losing key people with the right 
knowledge/skillset is a major risk - how can they 
be retained?

• Improving work life balance impacts social 
cohesion at work

• Increase focus more on retraining existing 
employees

• Are offices a thing of the past and what’s the 
current expectation of employers and 
employees?
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6. Artificial
Intelligence



28



29



30

What is AI?
• AI should help humans rather than work against us
• A report by investment bank Goldman Sachs 

suggested that AI could replace the equivalent of 
300 million full-time jobs across the globe

• It concluded many administrative, legal, architecture, 
and management roles could be affected

• But it also said AI could boost the global economy 
by 7%

• The tech has already been used to help doctors 
treat cancers and to develop new antibiotics

AI could be used to…

• Enhance terrorist capabilities in propaganda, 
radicalisation, recruitment, funding streams, 
weapons development and attack planning

• Increase fraud, impersonation, ransomware, 
currency theft, data harvesting, voice cloning

• Increase child sexual abuse images
• Huge amount of cyberattacks
• Erode trust in information and use 'deepfakes' to 

influence societal debate
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What’s the issue?

• Introduced to the survey for the first time as AI is 
attracting a lot of attention

• AI may become a great opportunity, but a lack of 
regulation and security may become an even 
greater risk

• The potential for profound and rapid social change 
combined with a much less agile legal and 
regulatory environment creates a big potential for 
risks pools to rapidly emerge or shift where the 
insurance industry is unknowingly exposed

The threat

• Using AI for good and controlling the bad is another 
very high risk. What happens when the underwriting 
data on which all other decisions are dependent is 
manipulated?

• Easy infiltration of financial services incl banking and 
insurance

• The types of risks posed will depend on how 
insurers choose to deploy this emerging technology
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What’s to be done?

• How these models function can only be learned as 
you try to train them and while the opportunities are 
promising and exciting, the risks are significant

• Insurers need to have a clear vision of what they 
intend to achieve with the usage of AI and being 
driven by buzzwords and fuzzy trends can be 
noxious

• The conservatism of the insurance industry in 
adopting new technologies reduces the threat from 
AI in the short term

By the end of this event you will have gained an 
insight into:

• The key risks facing UK insurers and brokers;
• What can be done to effectively respond to these 

risks;
• How can firms manage the regulatory onslaught in 

particular;
• Artificial intelligence - is this a threat or an 

opportunity?

What have we covered…
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Thank you for listening

Questions please

www.branko.org.uk

(0800) 619 6619


